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Tips for Parents

A list of tips that parents shoulfi
follow to keep themselves and kids

safe online

Tips

To guard against identity theft, never
give out your Social Security number.
Treat it as confidential information.
Commit all passwords to memory. Never
write them down or carry them with you.
When using an ATM machine, make sure
no one is hovering over you and can see
you enter your password.

When participating in an online auction,
try to pay the seller directly with a
credit card so you can dispute the
charges if the merchandise does not ar-
rive or was misrepresented. If possible,
avoid paying by check or money order.
Adopt an attitude of healthy skepticism
toward websites that offer prizes or
giveaways. Chances are, all that's been
"won" is the opportunity to buy something
you didn't want in the first place.
Choose a commercial online service that
offers parental control features.

Tell your children never to give out their
address telephone number password
school name or any other personal infor-
mation.

Make sure your children know
to never agree to meet face-

to-face with someone they've
met online without discussing

it with you. Only if you decide
that it's okay to meet their

“cyber-

friend” NATIONAL
should they CRIME
arrange o PREVENTION
meet this o COUNCIL
person, and

then the meeting should be in
a familiar public place in the
presence of a trusted adult.
Tell your children never to
respond to messages that
have bad words, are scary, or
just seem weird.

Tell your children never to
enter an area that charges
for services without asking
you first.

Tell children never send a
picture of themselves to any-
one without your permission.
Make sure that access to the
Internet at your children's
school is monitored by adults.

What Parents Can Do to help
prevent cyber bullying

e Keep your home computer is a
busy area of your house.

e Set up email and chat accounts
with your children. Make sure
that you know their screen
names and passwords and that
they don't include any personal
information in their online pro-
files.

® Regularly go over their instant
messenger "buddy list" with
them. Ask who each person is
and how your children know him
or her.

e Print this list of commonly used
acronyms in instant messenger
and chat rooms from the Na-
tional Center for Missing and
Exploited Children and post it
by your computer.

e Discuss cyberbullying with your
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